Distributed System

1. Introduction

A distributed system is a collection of independent computers that appear to the
users of the system as a single coherent system. These computers or nodes work
together, communicate over a network, and coordinate their activities to achieve
a common goal by sharing resources, data, and tasks. They are designed to
handle complex tasks, improve performance, and increase reliability by
distributing the workload and resources across multiple machines.

Difference between centralized system and distributed system

All data and computational resources are kept and controlled in a single central
place, such as a server, in a centralized system. Applications and users connect
to this hub in order to access and handle data. Although this configuration is
easy to maintain and secure, if too many users access it simultaneously or if the
central server malfunctions, it could become a bottleneck.
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A distributed system, on the other hand, disperses data and resources over
several servers or locations, frequently across various physical places. Better

Centralized




scalability and reliability are made possible by this configuration since the
system can function even in the event of a component failure. However, because
of their numerous points of interaction, distributed systems can be more
difficult to secure and administer.

Characteristics of Distributed System
1. Resource Sharing: It is the ability to use any Hardware, Software, or Data
anywhere in the System.

2. Openness: It is concerned with Extensions and improvements in the system
(i.e., How openly the software is developed and shared with others). This
basically means ability be extended and improved.

3. Concurrency: It is naturally present in Distributed Systems, that deal with
the same activity or functionality that can be performed by separate users
who are in remote locations. Every local system has its independent
Operating Systems and Resources. Many distributed systems handle
thousands, or even millions, of requests concurrently. This leads to the need
for efficient communication protocols and handling of shared resources

4. Scalability: It increases the scale of the system as a number of processors
communicate with more users by accommodating to improve the
responsiveness of the system. Distributed systems can scale horizontally
(adding more machines) rather than vertically (increasing the capacity of a
single machine), making them ideal for applications that need to grow
rapidly.

5. Fault tolerance: It cares about the reliability of the system if there is a
failure in Hardware or Software, the system continues to operate properly
without degrading the performance the system. Since distributed systems run
on multiple machines, they are designed to tolerate failures of individual
nodes without affecting the availability of the entire system

6. Transparency: It hides the complexity of the Distributed Systems to the
Users and Application programs as there should be privacy in every system.
They try to hide the complexity of multiple machines from the end user,
providing a unified interface as if the system were running on a single
computer.

7. Heterogeneity: Distributed systems may consist of different types of
machines, operating systems, or networks, which means they need to handle

this diversity seamlessly.



Advantages of Distributed System

Scalability: Distributed systems can easily grow by adding more computers
(nodes), allowing them to handle increased demand without significant
reconfiguration.

Reliability and Fault Tolerance: If one part of the system fails, others can take
over, making distributed systems more resilient and ensuring services remain
available.

Performance: Workloads can be split across multiple nodes, allowing tasks to be
completed faster and improving overall system performance.

Resource Sharing: It allow resources like data, storage, and computing power to
be shared across nodes, increasing efficiency and reducing costs.

Geographical Distribution: Since nodes can be in different locations, the systems
can serve users globally, providing faster access to resources based on location.

Challenges of Distributed Systems

Network Complexity: Distributed systems rely on network communication
between nodes, which introduces complexity and overhead. Managing network
latency, bandwidth limitations, and packet loss can be challenging, particularly in
large-scale deployments spanning multiple geographic locations.

Consistency and Coordination: Maintaining data consistency across distributed
nodes is challenging due to the possibility of concurrent updates and network
partitions. Achieving strong consistency requires coordination mechanisms like
distributed transactions and consensus protocols, which can introduce latency
and overhead.

Fault Tolerance: Distributed systems must be resilient to hardware failures,
software bugs, and network issues. Implementing fault tolerance mechanisms,
such as replication, redundancy, and failure detection, adds complexity and
overhead to the system architecture.

Concurrency Control: Coordinating concurrent access to shared resources in a
distributed environment is challenging. Distributed systems must implement
efficient concurrency control mechanisms to prevent data corruption, race
conditions, and deadlocks while maximizing throughput and performance.
Security: Distributed systems face various security threats, including
unauthorized access, data breaches, and denial-of-service attacks. Securing
communication channels, authenticating users and nodes, and implementing
access control policies are critical to protecting sensitive data and ensuring
system integrity.

Use cases of Distributed System

Finance and Commerce: Amazon, eBay, Online Banking, E-Commerce websites.
Information Society: Search Engines, Wikipedia, Social Networking, Cloud Computing.
Cloud Technologies: AWS, Salesforce, Microsoft Azure, SAP.

Entertainment: Online Gaming, Music, youtube.

Healthcare: Online patient records, Health Informatics.

Transport and logistics: GPS, Google Maps.



Categories and Applications of Distributed Systems

There can be several rationales to design a distributed system. For instance, we need to
perform computations like matrix multiplications at a massive scale in machine learning
models. These are impossible to accommodate on a single machine. So, depending upon the
use-case, we can broadly categorize distributed systems in the following categories.
However, this is not an exhaustive list of possible use-cases:

1y

2)

3)

4)

5)

6)

Datastores: Systems that store, manage, and retrieve large volumes of data distributed
across multiple nodes.

o Examples: NoSQL databases like Cassandra, distributed SQL databases like
CockroachDB.

o Applications: E-commerce platforms use distributed datastores to handle millions of
transactions simultaneously.

Messaging: Middleware that enables communication between services by transmitting
messages asynchronously.
o Examples: Kafka, RabbitMQ.

e Applications: Microservice architectures often rely on messaging queues to decouple
components and ensure reliable data exchange.

Computing: Distributed processing facilities that perform computational tasks across
multiple nodes.
o Examples: MapReduce, Apache Spark, MPI (Message Passing Interface).

o Applications: Weather modeling simulations and financial risk analysis require
distributed computation for timely results.

Ledgers: Distributed ledger systems maintain a shared, immutable record of transactions.

o Examples: Blockchain networks like Bitcoin, Ethereum.

o Applications: Cryptocurrency transactions, supply chain provenance, and voting
systems.

File-systems: Distributed file systems enable access to files stored across multiple
machines as if they were on a single system.
o Examples: HDFS, Google File System.

o Applications: Big data analytics, media streaming services, and collaborative tools
(like Google Drive).

Applications: End-user programs that are inherently distributed, often combining
multiple distributed system types.

o Examples: Web applications, streaming platforms, collaborative editing tools.

o Applications: YouTube’s content delivery, collaborative document editing like
Google Docs.



2. Models

In distributed systems, several models are used to represent different aspects of
the system's behavior, architecture, and underlying principles. These models
help in understanding, designing, and reasoning about complex distributed
systems. Key models include:

.  Fundamental Models
II.  Architectural Models

Fundamental Models

The fundamental models provide a framework for understanding the core
properties and interactions within these systems. These models focus on
aspects like how processes interact, how failures are handled, and how
security is maintained. The three main fundamental models are the
Interaction Model, the Failure Model, and the Security Model

a. Interaction Model: This model addresses how processes communicate
and synchronize with each other in a distributed system. Key aspects
include:

* Communication Channels: How messages are passed between
processes, including synchronous and asynchronous
communication.

* Timing: How time affects interactions, considering factors like
message delays and process synchronization.

= Concurrency: How multiple processes can execute concurrently
and interact with shared resources.

b. Failure Model: This model describes potential failures that can occur in
a distributed system and how they are handled. Common failure types
include:

* Crash Failures: A process stops running completely.

* Omission Failures: A process fails to send or receive messages.

* Timing Failures: Messages are delayed or take too long to arrive.

= Byzantine Failures: A process behaves arbitrarily, potentially
sending incorrect or malicious messages.

c. Security Model: This model focuses on the security aspects of a
distributed system, including:



= Threats to Processes: Protecting against unauthorized access and
manipulation of processes.

* Threats to Communication Channels: Protecting against
eavesdropping, message tampering, and denial-of-service attacks.

= Cryptography and Authentication: Using techniques like
encryption and authentication to secure communication and access.

These fundamental models are crucial for designing and analyzing distributed
systems, ensuring they are reliable, secure, and efficient. They provide a basis
for understanding the behavior of complex distributed systems and developing
strategies to mitigate potential issues.

ii. Architectural models
Distributed system architecture models define how components in a distributed
system interact and are organized. These models include client-server, peer-to-
peer, microservices, and service-oriented architectures, each with its own
strengths and weaknesses.

a) Client-Server Systems

In this model, a server provides services, and clients consume those services
by sending requests to the server. Examples include web servers and database

servers. This is a fundamental model for many networked applications.
= Examples include web browsing (browsers as clients, web servers as
servers) and email (email clients, mail servers).

Advantages: Centralized management, scalability.

Disadvantages: Single point of failure (server), potential bottleneck.

« Example: A browser (client) sends an HTTP request to a web server, and
the server responds with the requested data (web page, API response,

etc.).
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b) Peer-to-Peer Systems

Unlike client-server systems, peer-to-peer systems don’t have a centralized
server. Instead, each node (or peer) can act as both a client and a server.
Peer-to-peer (P2P) architecture in distributed systems offers several benefits
over traditional client-server models, primarily due to its decentralized
nature. These benefits include:

Fault Tolerance and Robustness: The distributed nature of P2P
networks means there is no single point of failure. If one or several
peers fail or leave the network, the system can continue to function,
as other peers can take over the responsibilities, ensuring high
availability and resilience.

Scalability: P2P networks are inherently scalable. As more peers join
the network, the available resources (e.g., processing power, storage,
bandwidth) increase, allowing the system to handle larger amounts of
data and traffic without significant performance degradation.

Cost Efficiency: P2P architecture eliminates the need for expensive
central servers and their associated infrastructure, maintenance, and
bandwidth costs. Resources are leveraged from the existing peers,
leading to a more cost-effective solution.

Decentralized Control and Autonomy: P2P systems do not rely on
a centralized authority, granting peers more autonomy and control
over their resources and participation in the network. This
decentralization also enhances security by reducing the risk of a
single point of attack.

Improved Performance and Content Delivery:

By distributing content and tasks among multiple peers, P2P
networks can enhance content delivery speed and efficiency,
particularly in scenarios like file sharing and multimedia streaming,
as exemplified by platforms like BitTorrent.

= Advantages: Fault tolerance, scalability, resource sharing.
= Disadvantages: Security concerns, complexity in managing resources.
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« Example: File-sharing systems like BitTorrent, where every node uploads

and downloads files from other peers.

¢) Microservice System

Microservices architecture is a style for building distributed systems. It
involves decomposing a large application into a collection of small,
autonomous, and independently deployable services. Each service
focuses on a single business capability and communicates with other
services through well-defined APIs, typically using lightweight protocols
like HTTP or message queues.

Key characteristics of microservices architecture in distributed systems:

* Decentralized Control: Each microservice operates autonomously
and manages its own data and logic, promoting independent
development and deployment.

* Loose Coupling:Services are designed to be independent,
minimizing dependencies and allowing for changes in one service
without impacting others.



* Independent Deployment and Scaling: Individual microservices
can be deployed and scaled independently based on their specific
resource requirements, optimizing resource utilization and improving
scalability.

Microservices Architecture for
Distributed Systems
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= Polyglot Persistence and Programming: Different services can use
different programming languages, frameworks, and data storage
technologies based on their specific needs.

= Resilience: The failure of one service is less likely to bring down the
entire system, as other services can continue to function
independently.

= [Inter-service Communication: Services communicate via network
calls, typically using RESTful APIs or asynchronous messaging
patterns.



3. Communications in Distributed Systems

A distributed system consists of multiple independent computers that coordinate
their actions by exchanging messages to achieve a common goal. Effective
communication among these nodes is critical for the system’s reliability,
efficiency, and performance.

In distributed systems, nodes communicate by sending messages, invoking
remote procedures, sharing memory, or using sockets. These methods allow
nodes to exchange data and coordinate actions, enabling effective
collaboration towards common goals.

Issues in Communication

Communication in distributed systems faces several challenges:

« Latency: Network delays can affect message delivery times.

o Partial Failures: Some nodes or communication links may fail while
others continue to work.

« Asynchronous Communication: Messages can experience unpredictable
delays.

o Message Ordering: Ensuring messages arrive in the correct sequence.
o Data Integrity: Protecting data from corruption during transfer.

« Synchronization: Coordinating actions among distributed processes.
o Scalability: Handling increased communication load effectively.

Establishing Communication

Communication can be established via:

« Direct Communication: Sender directly sends messages to recipient.

« Indirect Communication: Using message queues, message brokers, or
middleware for decoupling sender and receiver.

« Underlying Technologies: TCP/IP sockets, HTTP, RPC frameworks, etc.

1. Direct Communication

« Scenario: A web server communicates with a database server.

« How: The application opens a TCP socket connection directly to the
database’s IP and port, sending SQL commands.



« Outcome: The database responds directly to the web server over the
same connection.

« Use case: When two systems need immediate, reliable data exchange,
like in client-server models.

2. Indirect Communication

In indirect communication, processes (or nodes) do not directly send
messages to each other. Instead, they communicate via an intermediary such
as message queues, message brokers, or middleware services. This approach
decouples the sender from the receiver, enhancing flexibility and scalability.

How It Works

« Sender sends a message to the intermediary (message queue or
broker).

« The intermediary stores the message temporarily.
« The receiver retrieves the message from the intermediary when ready.

Advantages of Indirect Communication

« Decoupling: Sender and receiver are independent; they don’t need to be
active simultaneously.

« Asynchronous Messaging: The sender can continue processing after
sending the message.

o Load Balancing: Messages can be distributed among multiple receivers.

« Reliability: Messages can be stored persistently, ensuring delivery even
if the receiver is temporarily unavailable.

« Scalability: Easier to scale system components independently.

Components involved

« Message Queue / Broker: Acts as a buffer for messages and manages
delivery.

« Producer: Sends messages to the queue/broker.
« Consumer: Retrieves messages from the queue/broker.

A message broker and a streaming broker are both middleware components
that facilitate communication between different systems, but they differ in
how they handle messages. A message broker acts as an intermediary,



receiving, storing, and routing messages between applications, often using
gueues or publish-subscribe models.
e Purpose:

Facilitates communication between different applications or services by
acting as an intermediary.

« How it works:

Receives messages from producers (senders), stores them, and then
delivers them to consumers (recipients).

« Key features:

« Decoupling: Allows applications to communicate without needing to
know about each other's internal workings or being directly
connected.

« Routing: Directs messages to the appropriate recipients based on
predefined rules or patterns.

« Reliability: Ensures messages are delivered even if some systems
are temporarily unavailable.

« Flexibility: Supports various messaging patterns like point-to-point
and publish-subscribe.
« Examples: RabbitMQ, ActiveMQ, IBM MQ Analogy: Imagine a post office
that receives letters, sorts them, and delivers them to the correct
addresses.

A streaming broker, on the other hand, focuses on handling continuous
streams of data, often in real-time, and is used for applications that require
processing of data as it arrives.
« Purpose: Processes continuous streams of data in real-time.
« How it works: Receives data in a continuous flow, often from multiple
sources, and makes it available for processing by other systems.
« Key features:
o Real-time processing: Processes data as it arrives, enabling
immediate analysis and action.
o High throughput: Designed to handle large volumes of data at
high speed.
o Fault tolerance: Ensures data is not lost even if some components
fail.
« Examples: Kafka, Amazon Kinesis



« Analogy: A water pipe that carries a continuous flow of water to
different outlets.

Key Differences Summarized:

Feature Message Broker Streaming Broker
Data Handling |Discrete messages Continuous data streams
Processing Primarily message delivery Real-time data processing
Scalability Vertically and horizontally Designed for massive

parallelism
Reliability Message persistence and delivery Fault tolerance and data
guarantees durability
Common Use |Asynchronous communication, event-|Real-time analytics, fraud
Cases driven systems detection, loT

Indirect communication provides a flexible, reliable, and scalable way for
distributed processes to interact without requiring immediate or direct
contact. It is especially useful where decoupling, fault tolerance, and
asynchronous messaging are priorities.

Understanding Communication in Distributed Systems: The Importance of
the OSI Model

Before diving into the specifics of how data is transmitted and managed across
distributed systems, it's crucial to have a foundational understanding of the
underlying principles that govern network communication. One of the most
widely recognized frameworks for this purpose is the OSI (Open Systems
Interconnection) model.

Introduced in 1984 by the International Organization for Standardization (ISO),
the OSI model provides a comprehensive, layered approach to understanding
how different network protocols and technologies interoperate. It offers a
standardized way to describe the roles of various components in network
communication, facilitating interoperability among diverse systems and
vendors.
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Layer 7: Application Layer

Function: Interfaces with end-user applications (e.g., browsers, email clients).
Example: When you use Gmail to send an email, HTTP/HTTPS protocols
handle the request.

Key Protocols: HTTP, FTP, SMTP.

Layer 6: Presentation Layer

Function: Translates, encrypts, and compresses data for compatibility.
Example: Encrypting an email via TLS or converting a JPEG image into a
standard format.

TLS, or Transport Layer Security, is a cryptographic protocol that
provides secure communication over a computer network, primarily the
internet. It's the successor to SSL (Secure Sockets Layer) and is used to
encrypt data transmitted between a client and a server, ensuring privacy
and data integrity.

Layer 5: Session Layer

Function: Manages connections (start, maintain, end sessions).
Example: A Zoom call establishing a stable connection between participants.
Key Role: Session timeouts, checkpoints for large data transfers.



Layer 4: Transport Layer

Function: Ensures reliable, error-free data delivery via segmentation.
Example: TCP breaks a file into segments; UDP streams video with minimal
delay.

Key Protocols: TCP (reliable), UDP (fast).

TCP and UDP are fundamental transport layer protocols within the Internet
Protocol suite. TCP is connection-oriented, providing reliable, ordered, and
error-checked delivery of data, while UDP is connectionless, offering faster, but
less reliable, data transmission.

TCP (Transmission Control Protocol):
« Connection-oriented: Establishes a dedicated connection between
communicating devices before data transfer, ensuring a reliable path.

« Reliable and ordered delivery: TCP guarantees that data is delivered in
the correct sequence and without errors, retransmitting lost or corrupted
packets.

« Flow control: Manages the rate of data transmission to prevent
overwhelming the receiving end.

« Examples: Email, web browsing, file transfers.

UDP (User Datagram Protocol): connectionless, offering faster, but less
reliable, data transmission.
« Connectionless: Sends data packets without establishing a prior
connection, resulting in faster transmission.

« Best-effort delivery: UDP does not guarantee delivery, order, or error-
free transmission, and packets may be lost or arrive out of sequence.

« Faster but less reliable: UDP prioritizes speed and low latency over
reliability, suitable for applications where occasional data loss is
acceptable.

« Examples: Online gaming, video streaming, Voice over IP (VoIP).

Layer 3: Network Layer

Function: Routes packets across networks using logical addresses (IPs).
Example: Routers directing traffic between your home network and a web
server.

Key Protocols: IP, ICMP.



IP and ICMP are fundamental protocols in network communication, working
together to ensure data reaches its intended destination. IP handles the
addressing and routing of packets, while ICMP provides error reporting and
control messages. Essentially, IP is the foundation for sending data, and ICMP
helps manage issues that arise during that process.

Layer 2: Data Link Layer

Function: Transfers frames between devices on the same network.
Example: Ethernet switches using MAC addresses to forward data within a
LAN.

Sublayers:

MAC (Media Access Control): MAC is responsible for controlling access to

the physical network medium
« Function: Determines which device gets to use the network medium at any
given time.

o Mechanism: Uses techniques like Carrier Sense Multiple Access with
Collision Detection (CSMA/CD) to manage access and avoid data
collisions.

o Address: Each network interface card (NIC) has a unique MAC address,
which is a physical address, used for identifying devices.

« Examples: Ethernet and Wi-Fi protocols rely on MAC for controlling
access to the wired or wireless medium.

LLC (Logical Link Control): LLC handles the logical aspects of data transfer,

ensuring reliable and error-free communication.
« Function: Provides error detection and correction, and flow control
(managing the rate of data transmission to prevent overwhelming the
receiver).

o Mechanism: LLC uses techniques like error detection codes (e.g., parity
bits, checksums) to identify corrupted frames and may trigger
retransmissions.

o Interface: Acts as an intermediary between the MAC sublayer and the
Network Layer above it.

« Example: Handles acknowledgments, error messages, and flow control
mechanisms to ensure reliable data transfer.



Layer 1: Physical Layer

Function: Transmits raw bits (0s/1s) over physical media.

Example: Ethernet cables, fiber optics, or Wi-Fi signals carrying data.
Analogy: Trucks, planes, and boats physically moving your letter between
locations.

Components: Cables, hubs, network interface cards (NICs).

A network interface card (NIC) is a hardware component that allows a
computer to connect to a network. It's essentially a circuit board that
provides the necessary physical and data link layer functions for
communication. NICs enable devices to communicate with each other over a
network, whether it's a local area network (LAN) or the internet.

i Protocol

Layer Name Key Functions Examples

7 Application User-end services and network applications Interfaces HTTP, FTP,
pp with end-user applications (e.g., browsers, email clients). SMTP, DNS

Translates, encrypts, and compresses data for
6 Presentation compatibility.eg converting a JPEG image into a
standard format.

SSL/TLS, JPEG,
MPEG

Manages connections (start, maintain, end sessions). eg NetBIOS. RPC

5 Session A Zoom call establishing a stable connection between SIP
participants.

4 Transport End-to-end communication and error recovery. Ensures TCP, UDP,

p reliable, error-free data delivery via segmentation. SCTP

3 Network Logical addressing and routing. Routes packets across IP, ICMP,
networks using logical addresses (IPs). OSPF, BGP

5 Data Link Node-to-node data transfer, MAC addressing. Transfers Ethernet, PPP,
frames between devices on the same network. Wi-Fi (802.11)

1 Physical Physical transmission of raw bit streams USB, Bluetooth,

DSL, RS-232

Communication Models in Distributed Systems

Communication models in distributed systems refer to the patterns or

paradigms used for enabling communication between different components or

nodes within a distributed computing environment.

o These models dictate how data is exchanged, coordinated, and
synchronized among the various entities in the system.

« Several communication models are commonly employed in distributed
systems, each with its characteristics and suitability for different scenarios:



1. Message Passing Model
In this model, communication between nodes is achieved through
message passing, where one node sends a message to another node over
a communication channel. Messages can be synchronous or
asynchronous, and communication can be either direct (point-to-point)
or indirect (via message brokers or middleware). This model is often
used in distributed systems where nodes are loosely coupled and
communicate over networks.

Involves sending discrete messages between processes or nodes.

It can be:
o Synchronous: Sender waits for a reply.

o Asynchronous: Sender continues processing without waiting.

« Used in systems like message queues, publish-subscribe systems, or
distributed middleware.

« Suitable for loosely coupled systems where independence between
components is crucial.

2. Remote Procedure Call (RPC) Model
RPC enables one program to execute code on another remote machine
as if it were a local procedure call. It abstracts the communication
details and provides a familiar programming interface, making it easier
to develop distributed applications. However, RPC typically assumes a
client-server architecture and can suffer from network latency and
reliability issues.

« A protocol that allows a program to invoke procedures (functions) on
another address space (typically on another machine) as if it were a
local call.

o Features:

o Transparent method invocation across network.
o Uses client-server architecture.
o Handles marshalling and unmarshalling of parameters.

« Example: XML-RPC, JSON-RPC, or more modern frameworks like
gRPC.

, offering flexibility and control over communication.



3. Remote Methods Invocation(RMI)
In distributed systems, Remote Method Invocation (RMI) provides a
mechanism for objects on different machines to interact by invoking
methods on each other. It allows a Java object on one system to call
methods on a Java object residing on another system within a
network. This enables the construction of distributed applications where
objects cooperate and share functionality across multiple machines.

« Java-specific, allowing objects invoking methods on remote
objects.

« Supports passing objects as parameters.
« Provides more object-oriented capabilities compared to traditional
RPC.
o Features:
o Transparent object communication.
o Handles object serialization.
o Suitable for Java-based distributed applications.



4. Remote Procedure Call (RPC)

A remote Procedure Call (RPC) is a protocol in distributed systems that
allows a client to execute functions on a remote server as if they were local.
RPC simplifies network communication by abstracting the complexities,
making it easier to develop and integrate distributed applications efficiently.

RPC, or Remote Procedure Call, is a protocol that allows a program on one
computer to execute a procedure on another computer without needing to
understand the network's details.

Remote Procedure Call (RPC) is a protocol used in distributed systems that
allows a program to execute a procedure (subroutine) on a remote server or
system as if it were a local procedure call.

Importance of RPC in Distributed Systems

Remote Procedure Call (RPC) plays a crucial role in distributed systems by
enabling seamless communication and interaction between different
components or services that reside on separate machines or servers. Here’s an
outline of its importance:

o Simplified Communication

o Abstraction of Complexity: RPC abstracts the complexity of
network communication, allowing developers to call remote
procedures as if they were local, simplifying the development of
distributed applications.

o Consistent Interface: Provides a consistent and straightforward
interface for invoking remote services, which helps in maintaining
uniformity across different parts of a system.

« Enhanced Modularity and Reusability
o Decoupling: RPC enables the decoupling of system components,
allowing them to interact without being tightly coupled. This
modularity helps in building more maintainable and scalable
systems.

o Decoupling refers to the design principle of reducing
dependencies between different components or modules,
making them more independent and easier to maintain and
change. This means that changes in one part of the system
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should ideally not necessitate changes in other parts,
improving overall system flexibility and resilience.
Reduced Dependencies: Decoupling aims to minimize the
reliance of one module on the internal workings or specific
implementations of another.

Increased Modularity: By decoupling, you create more
self-contained modules that can be developed, tested, and
deployed independently.

Improved Maintainability: When modules are decoupled,
changes to one module are less likely to cause cascading
failures in other modules, making maintenance and updates
easier.

Enhanced Scalability: Decoupling allows for easier scaling
of individual components as needed, as they are not tightly
coupled with other parts of the system.

Service Reusability: Remote services or components can be
reused across different applications or systems, enhancing code
reuse and reducing redundancy.

« Facilitates Distributed Computing

Inter-Process Communication (IPC): RPC allows different
processes running on separate machines to communicate and
cooperate, making it essential for building distributed applications
that require interaction between various nodes.

Resource Sharing: Enables sharing of resources and services
across a network, such as databases, computation power, or
specialized functionalities.

Types of Remote Procedural Call (RPC) in Distributed Systems

In distributed systems, Remote Procedure Call (RPC) implementations vary
based on the communication model, data representation, and other factors. Here
are the main types of RPC:

1.

Synchronous RPC

Description: In synchronous RPC, the client sends a request to the
server and waits for the server to process the request and send back a
response before continuing execution. This is the most straightforward type
Characteristics:

Blocking: The client is blocked until the server responds.
Simple Design: Easy to implement and understand.



o Use Cases: Suitable for applications where immediate
responses are needed and where latency is manageable.

Real-life example: When you make a phone call to a customer support center and wait on hold
until a representative answer, then you get your response immediately.

Application: When a banking app fetches your account balance from the server, it needs the
response before allowing further actions (like transferring money).

Analogy: Ordering food at a restaurant and waiting until your meal is delivered before doing
anything else. You're blocked until you receive your food.

Asynchronous RPC
« Description: In asynchronous RPC, the client sends a request to the
server and continues its execution without waiting for the server’s
response. The server’s response is handled when it arrives.
o Characteristics:
o Non-Blocking: The client does not wait for the server’s response,
allowing for other tasks to be performed concurrently.
o Complexity: Requires mechanisms to handle responses and errors
asynchronously.
o Use Cases: Useful for applications where tasks can run
concurrently and where responsiveness is critical.

Real-life example: Sending an email or a message and then going about your day without waiting
for an immediate reply. You check your inbox later for a response.

Application: When a website uploads a file to the cloud, it can continue to let the user browse,
checking for completion status later.

Analogy: Sending a text message and continuing to do other tasks. You read the response
whenever the recipient replies.

One-Way RPC
o Description: One-way RPC involves sending a request to the server
without expecting any response. It is used when the client does not
need a return value or acknowledgment from the server.
o Characteristics:
o Fire-and-Forget: The client sends the request and does not
wait for a response or confirmation.
o Use Cases: Suitable for scenarios where the client initiates
an action but does not require immediate feedback, such as
logging or notification services.

Real-life example: Sending a notification or a broadcast message to a colleague without
expecting acknowledgment or response physically.

Application: Logging actions in a system where the server records what the client did but doesn't
send confirmation back.

Analogy: Shouting "Goodbye!" as you leave a room, expecting no direct reply. The message is
fire-and-forget.



Callback RPC

« Description: In callback RPC, the client provides a call-back function
or mechanism to the server. After processing the request, the server
invokes the call-back function to return the result or notify the client.

o Characteristics:

o Asynchronous Response: The client does not block while
waiting for the response; instead, the server calls back the
client once the result is ready.

o Use Cases: Useful for long-running operations where the
client does not need to wait for completion.

Real-life example: A tech support technician remotely accesses your computer and then calls you
back to explain the fix or check on progress.

Application: When a server processes a long-running task (like rendering a video), it can notify
the client when the process is complete, allowing for peer-to-peer communication.

Analogy: Scheduling a callback with a doctor: you arrange a time, and then the doctor calls you
back when they're ready to speak. The server (doctor) reaches out to the client (patient) when it's
ready to continue the interaction.

Batch RPC
o Description: Batch RPC allows the client to send multiple RPC
requests in a single batch to the server, and the server processes them
together.
o Characteristics:
o Efficiency: Reduces network overhead by bundling multiple
requests and responses.
o Use Cases: Ideal for scenarios where multiple related
operations need to be performed together, reducing round-
trip times.
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Remote Procedural Call (RPC) Architecture in
Distributed Systems

The RPC (Remote Procedure Call) architecture in distributed systems is
designed to enable communication between client and server components that
reside on different machines or nodes across a network. The architecture
abstracts the complexities of network communication and allows procedures or
functions on one system to be executed on another as if they were local. Here’s
an overview of the RPC architecture:

1. Client and Server Components

o Client: The client is the component that makes the RPC request. It
invokes a procedure or method on the remote server by calling a local
stub, which then handles the details of communication.

« Server: The server hosts the actual procedure or method that the client
wants to execute. It processes incoming RPC requests and sends back
responses.



2. Stubs

Stubs are generated or written pieces of code that act as the client-

side and server-side interfaces for remote procedures. Think of them as local
proxies or wrappers that hide the complexity of network communication,
serialization, and message passing. They hide network details from the
programmer. They manage serialization, communication, and
deserialization, making remote calls look like local function calls.

Client Stub: Acts as a proxy on the client side. It provides a local
interface for the client to call the remote procedure. The client stub is
responsible for marshalling (packing) the procedure arguments into a
format suitable for transmission and for sending the request to the
server.

Server Stub: On the server side, the server stub receives the request,
unmarshals (unpacks) the arguments, and invokes the actual procedure
on the server. It then marshals the result and sends it back to the client
stub.

. Marshalling and Unmarshalling

Marshalling (Serialization): The process of converting procedure arguments
and return values into a format that can be transmitted over the network. This
typically involves serializing the data into a byte stream.

Marshalling is the process of converting data structures and primitive values
from a program's local memory representation into a format suitable for
transmission over a network. When a client makes an RPC call, the client-side
stub performs marshalling on the function's arguments and the procedure
name. This involves:

« Converting data types:

Transforming platform-dependent data types (e.g., integers, strings,
complex objects) into a standardized, external data representation (e.g.,
XDR - External Data Representation). This ensures interoperability
between systems with different architectures.

e Packing into a message:



Arranging the converted data into a structured message packet that can
be sent over the network.

Unmarshalling (Deserialization): The reverse process of converting the

received byte stream back into the original data format that can be used by

the receiving system.

Unmarshalling is the reverse process of marshalling. It involves converting the

received network message back into the original data structures and primitive

values that the receiving program can understand and use. When the server

receives the marshalled message from the client, the server-side stub

performs unmarshalling. This involves:

« Unpacking from message: Extracting the data from the received message
packet.

o Converting data types: Transforming the standardized external data
representation back into the local, platform-dependent data types of the
server's environment.

Packing and unpacking messages refer to the processes of converting data
into a format suitable for transmission or storage (packing) and then
converting it back into its original format (unpacking).

Communication Layer

Remote Procedure Calls (RPC), the communication layer is responsible
for handling the transmission of data between the client and server,
ensuring reliable and efficient communication. This layer typically
utilizes network protocols like TCP/IP or UDP to transmit data packets,
manage errors, and handle connections. The communication layer also
includes message handling, which involves routing, buffering, and error
recovery.

« Transport Protocol: RPC communication usually relies on a network
transport protocol, such as TCP or UDP, to handle the data
transmission between client and server. The transport protocol
ensures that data packets are reliably sent and received.

« TCP/IP: Transmission Control Protocol Provides a reliable,
connection-oriented, and ordered delivery of data, suitable
for scenarios requiring guaranteed data transmission.
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« Maessage Handling: This involves managing the structure and flow of
messages between client and server. This layer is responsible for
managing network messages, including routing, buffering, and
handling errors.

« Routing: Determining the path for data packets to reach their
destination.

« Buffering: Temporarily storing data packets before processing
or forwarding them.

« Error Detection and Recovery: Identifying and correcting
errors during transmission, ensuring data integrity.

5. RPC Framework

RPC frameworks (Remote Procedure Call frameworks) are systems that
allow different programs to communicate and invoke procedures or
functions on remote systems as if they were local. Examples include gRPC,
Apache Thrift, and JSON-RPC.

JSON-RPC is a lightweight remote procedure call (RPC) protocol that uses
JSON (JavaScript Object Notation) for encoding messages. It allows a client
to invoke methods on a remote server, JSON-RPC is a popular choice for
building APIs, especially for scenarios where you need to invoke remote



methods directly. Its simplicity and low overhead, making it easy to
implement. It is also Language independent, usable for use across various
platforms.

Imagine an e-commerce website. The frontend (client) might use an RPC
framework to call a remote function on the backend (server) to process an
order. The framework would handle the details of sending the order data to
the server, and receiving the order confirmation back from the server. The
frontend code would simply call a function, without needing to worry about
the underlying network communication.

o Interface Definition Language (IDL): Used to define the interface for
the remote procedures. IDL specifies the procedures, their parameters,
and return types in a language-neutral way. This allows for cross-
language interoperability.

« RPC Protocol: Defines how the client and server communicate,
including the format of requests and responses, and how to handle errors
and exceptions.

6. Error Handling and Fault Tolerance

They are critical aspects of robust RPC architectures, they ensure that
systems can continue to function despite failures and effectively manage
unexpected situations.

Error Handling in RPC:

« Exception Handling: RPC frameworks typically allow servers to return
error codes or raise exceptions when a remote procedure encounters an
issue. Clients can then catch and handle these exceptions, taking
appropriate actions like displaying error messages, logging the failure,
or initiating recovery mechanisms. When an error occurs during a remote
procedure call (RPC), the server can return an error or raise an exception.
The client receives this exception and can then respond appropriately—
like showing an error message, logging the problem, or trying to recover.

o Custom Error Codes: Defining specific error codes for different types
of failures allows for more granular error handling on the client side,
enabling targeted responses to various error conditions. Instead of just
saying "error" in general, servers can send specific codes that identify
exactly what went wrong (like "Invalid Input" or "Timeout"). This allows
the client to handle different errors in targeted ways.



Error Propagation:

RPC frameworks facilitate the propagation of errors from the server to
the client, ensuring that the client is aware of the outcome of the remote
call. Errors detected on the server are passed back to the client so that the
client knows the outcome of the remote call. This ensures transparency
and allows the client to decide next steps based on whether the request
succeeded or failed.

Fault Tolerance in RPC:
Retries with Exponential Backoff: When temporary errors occur (e.g.,
network congestion, temporary service unavailability), retrying the RPC
call can resolve the issue. Exponential backoff increases the wait time
between retries, preventing overwhelming the system during periods of
high load. When a computer system encounters temporary issues (like a
busy network or a temporarily unavailable server), it tries again after
some time. With exponential backoff, the wait time between retries grows
exponentially (e.g., 1 second, then 2 seconds, then 4 seconds, etc.),
reducing the chance of overwhelming the system.

them during their busy period but trying again with patience.

Circuit Breakers: Circuit breakers monitor the health of remote
services. If a service repeatedly fails or exhibits high latency, the circuit
breaker "trips," preventing further requests from being sent to that
service for a specified period, allowing it to recover and preventing
cascading failures.A circuit breaker keeps an eye on a service’s health. If
it detects too many failures or delays, it stops sending requests
temporarily to give the service time to recover. Once the service seems
stable again, it resumes with requests.

Timeouts: Implementing timeouts for RPC calls ensures that client
applications do not hang indefinitely waiting for a response from a
potentially unresponsive server. When a timeout occurs, the client can
assume a failure and take appropriate action. Timeouts set a maximum
amount of time to wait for a response. If the response doesn’t arrive
within this time, the system assumes something’s wrong and aborts the
request.

Idempotency: Designing RPC methods to be idempotent ensures that
multiple executions of the same request have the same effect as a single
execution. This is crucial for safe retries, as it prevents unintended side
effects if a request is processed multiple times due to retries. An
idempotent operation can be performed multiple times without changing
the outcome beyond the initial application. This is crucial for retries
because it ensures that duplicate requests won’t cause unintended effects.



Load Balancing and Redundancy: Distributing requests across
multiple server instances and having redundant servers ensures that if
one server fails, others can handle the load, maintaining service
availability. Requests are spread across multiple servers or instances to
prevent any single server from being overwhelmed. Redundancy means
having backup servers ready if one fails.

Checkpoints and Rollbacks: In some scenarios, particularly with long-
running or stateful RPC operations, implementing checkpoints allows
for saving the state of the computation. In case of a failure, the system
can roll back to the last valid checkpoint and resume execution from that
point on a different instance. For long or complex tasks, systems save
their current state at certain points. If something goes wrong, they can
undo changes and restart from the last checkpoint instead of starting over
from scratch.

Orphan Detection and Treatment:

In RPC systems, if a client fails after sending a request but before
receiving a response, the server process handling that request can
become an "orphan." Mechanisms for detecting and handling orphans
are necessary to prevent resource waste and potential data
inconsistencies. When a client fails after sending a request but before
receiving a reply, the server handling that request might be left "hanging"
or "orphaned." Mechanisms are needed to detect these orphans and clean
them up to avoid wasting resources or causing data inconsistencies.

7. Security
Security in Remote Procedure Call (RPC) architectures is crucial for

protecting communication between client and server applications in

distributed systems. It involves authenticating both the client and server,
encrypting data exchanged, and ensuring the integrity of the communication
channel. Common security mechanisms include authentication protocols,
encryption, and access control.

Key Security Aspects in RPC

1. Authentication: Verifies the identities of both the client and server
to prevent unauthorized access.
What it is: Confirming the identities of the client and server.
Real-life analogy.: Checking a guest’s ID badge before they enter a
private club.



2. Authorization Determines what actions a client is permitted to
perform on the server.
What it is: Deciding what a verified user is permitted to do.
Real-life analogy.: Once inside the club, some guests can only access
the lounge, while others can access the VIP area.

3. Encryption Protects the confidentiality of data transmitted between
client and server, preventing eavesdropping and tampering
What it is: Securing data as it travels so outsiders can’t read it.
Real-life analogy: Speaking in a private language that only you and
your friend understand during a conversation.

4. Data Integrity: Ensures that data hasn't been altered during
transmission, using mechanisms like checksums or cryptographic
hashes.

What it is: Making sure data isn’t altered during transmission.
Real-life analogy.: Sending a package with a special sticker that
verifies its contents aren’t tampered with upon delivery.

5. Secure Binding: Establishes a secure connection between the client
and server, often using secure protocols like TLS/SSL.

What it is: Creating a secure connection between client and server.
Real-life analogy. Using a secure, tamper-proof phone line to ensure
your call cannot be listened to or intercepted.

TLS (Transport Layer Security) and its predecessor, SSL (Secure
Sockets Layer), are cryptographic protocols that encrypt
communication between a client and a server, ensuring data privacy
and integrity during online transactions. While SSL is now deprecated
due to security vulnerabilities, the term "SSL" is still widely used to
refer to the secure connection, often meaning TLS. Essentially, TLS is
the modern, more secure version of SSL.

Common Security Mechanisms

1. Public Key Cryptography: Used for key exchange and digital
signatures, enabling secure communication.
What it is: A system where you have a pair of keys — one public,
one private — for secure communication.
Real-life analogy.: Sending a locked box (public key) that anyone
can put a message into, but only you have the key (private key) to
open it.

2. Secret Key Cryptography: Used for encrypting data during
transmission, often using algorithms like AES or DES.



What it is: Using a shared secret key for both encrypting and
decrypting data.

Real-life analogy: You and a friend share a secret handshake that
only you two know, used to confirm identity.

3. Authentication Protocols (like Diffie-Hellman, Kerberos) Such
as Diffie-Hellman, Kerberos, or RPC's own authentication
mechanism
What they do: They establish trust and shared secrets between two
parties.

Real-life analogy: Two friends agree on a secret code that they use
to recognize each other without revealing their secrets.

4. Access Control Lists (ACLs): Used to define which users or
clients have access to specific resources or functionalities on the
server.

What it is: Rules that specify who can access or do what.
Real-life analogy. A list at a library check-out desk that only
allows certain members to borrow certain rare books.

By thinking of these security mechanisms in everyday terms, it becomes
clearer how they protect digital interactions similarly to how physical
security protects physical spaces. Do you want me to elaborate on any
specific mechanism or aspect?



5. Remote Method Invocation (RMI)

Remote Method Invocation (RMI) is an application programming interface
(API) in the Java programming language and development environment. It
allows objects on one computer or Java Virtual Machine (JVM) to interact with
objects running on a different JVM in a distributed network. Another way to say
this is that RMI provides a way to create distributed Java applications through

simple method calls.

Working of RMI
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RMI is the Java version of what's known as a remote procedure call (RPC), but
with the additional ability to pass one or more objects along with the request. It
enables remote communication between applications using two objects -- stub

and skeleton -- and is supplied as part of Sun Microsystems' Java Development

Kit (JDK) in the package java.rmi.

Remote Method Invocation (RMI) is a Java API that enables objects in one Java
Virtual Machine (JVM) to invoke methods on objects residing in another

JVM. It facilitates communication between distributed Java applications by
providing a mechanism for remote object access and method calls.

Key Components and Functionality:
o Client and Server Applications:



RMI involves two JVMs: one hosting the client application and the
other hosting the server application.

o Stub (Client-side):

The stub acts as a proxy for the remote object on the client side. It
handles the complexities of initiating the connection, passing
parameters, waiting for and receiving results from the remote object,
and returning the results to the client.

« Skeleton (Server-side):

The skeleton, located on the server, receives incoming requests from the
stub, deserializes the parameters, invokes the corresponding method on
the actual remote object, and sends the result back to the client via the
stub.

« Remote Reference Layer:

This layer manages the communication between the client-side stub and
the server-side skeleton, handling details like connection management
and data transmission.

o RMI Registry:
The registry acts as a directory service that allows clients to locate
remote objects. When a remote object is created, it is registered with the
registry using a unique name, enabling clients to find and interact with
it.

How it works:
1. Client initiates a method call: A client program invokes a method on
a stub, which represents a remote object.

2. Stub marshals the parameters: The stub serializes the method
parameters and sends them to the skeleton on the server.

3. Skeleton unmarshals the parameters: The skeleton receives the
parameters, deserializes them, and invokes the corresponding method on
the actual remote object.

4. Remote object processes the request: The remote object executes the
method and returns the result to the skeleton.

5. Skeleton marshals the result: The skeleton serializes the result and
sends it back to the stub.

6. Stub unmarshals the result: The stub receives the result, deserializes
it, and returns it to the client.



Key Advantages:

Distributed Application Development:

RMI simplifies the development of distributed applications by providing
a high-level abstraction for remote object interaction.

Object-Oriented Approach:

RMI leverages object-oriented principles, allowing for more natural and
intuitive programming compared to procedural approaches like RPC.

Platform Independence:

While RMI is implemented in Java, it can be used to create distributed
applications that run on different platforms, provided they have Java
support.

Type Safety:

RMI preserves type safety during remote method calls, ensuring that the
data types of parameters and return values are consistent between the
client and server.

In essence, RMI provides a robust and convenient way to build
distributed Java applications by enabling objects in different JVMs to
interact seamlessly through remote method invocations.



6. Message Passing in Distributed System

Message passing in distributed systems refers to the communication medium
used by nodes (computers or processes) to communicate information and
coordinate their actions. It involves transferring and entering messages
between nodes to achieve various goals such as coordination, synchronization,
and data sharing.

What is Message Passing in Distributed Systems?

The method by which entities or processes in a distributed system

communicate and exchange data is known as message passing. It enables

several components, which could be operating on different computers or nodes
connected by a network, to plan their actions, exchange data, and work
together to accomplish shared objectives.

« Models like synchronous and asynchronous message passing offer
different synchronization and communication semantics to suit system
requirements.

« Synchronous message passing ensures sender and receiver synchronization,
while asynchronous message passing allows concurrent execution and non-
blocking communication.

Importance of Message Passing

In distributed systems, where multiple independent components work together
to perform tasks, message passing is crucial for inter-process communication
(IPC). It enables applications to distribute workloads, share resources,
synchronize actions, and handle concurrent activities across different nodes
efficiently.

Types of Message Passing in Distributed Systems

Message passing describes the method by which nodes or processes interact
and share information in distributed systems. Message passing can be divided
into two main categories according to the sender and reciever's timing and
synchronization:

1. Synchronous Message Passing

Synchronous message passing involves a tightly coordinated interaction

between the sender and receiver. The key characteristics include:

« Timing Coordination: Before proceeding with execution, the sender waits
for the recipient to confirm receipt of the message or finish processing it.



+ Request-Response Pattern: often use a request-response paradigm in
which the sender sends a message requesting something and then waits for
the recipient to react.

« Advantages:

o Ensures precise synchronization between communicating entities.
o Simplifies error handling as the sender knows when the message
has been successfully received or processed.

o Disadvantages:

o May introduce latency if the receiver is busy or unavailable.
o Synchronous blocking can reduce overall system throughput if
many processes are waiting for responses.

2. Asynchronous Message Passing

Asynchronous message passing allows processes to operate independently of

each other in terms of timing. Key features include:

o Decoupled Timing: The sender does not wait for an immediate response
from the receiver after sending a message. It continues its execution
without blocking.

« Event-Driven Model: Communication is often event-driven, where
processes respond to messages or events as they occur asynchronously.

o Advantages:

o Enhances system responsiveness and throughput by allowing
processes to execute concurrently.

o Allows for interactions that are loosely connected, allowing
processes to process messages at their own speed.

« Disadvantages:

o Requires additional mechanisms (like callbacks or event handlers)
to manage responses or coordinate actions.

o Handling out-of-order messages or ensuring message delivery
reliability can be more complex compared to synchronous
communication.

3. Unicast Messaging

Unicast messaging is a one-to-one communication where a message 1s sent

from a single sender to a specific receiver. The key characteristics include:

« Direct Communication: The message is targeted at a single, specific node
or endpoint.

« Efficiency for Point-to-Point: Since only one recipient receives the
message, resources are efficiently used for direct, point-to-point
communication.

o Advantages:

o Optimized for targeted communication, as the message is only
sent to the intended recipient.



o Minimizes network load compared to group messaging, as it
doesn’t broadcast to unnecessary nodes.
Disadvantages:
o Not scalable for group communications; sending multiple unicast
messages can strain the system in larger networks.
o Can increase the complexity of managing multiple unicast
connections in large-scale applications.

4. Multicast Messaging

Multicast messaging enables one-to-many communication, where a message is
sent from one sender to a specific group of receivers. The key characteristics
include:

Group-Based Communication: Messages are delivered to a subset of
nodes that have joined the multicast group.

Efficient for Groups: Saves bandwidth by sending the message once to all
nodes in the group instead of individually.

Advantages:

o Reduces network traffic by sending a single message to multiple
recipients, making it ideal for content distribution or group
updates.

o Scales efficiently for applications where data needs to reach
specific groups, like video conferencing or online gaming.

Disadvantages:

o Complex to implement as nodes need mechanisms to manage
group memberships and handle node join/leave requests.

o Not all network infrastructures support multicast natively, which
can limit its applicability.

o

5. Broadcast Messaging
Broadcast messaging involves sending a message from one sender to all nodes
within the network. The key characteristics include:

Wide Coverage: The message is sent to every node, ensuring that all nodes
in the network receive it.
Network-Wide Reach: Suitable for announcements, alerts, or updates
intended for all nodes without targeting specific ones.
Advantages:
o Guarantees that every node in the network receives the message,
which is useful for critical notifications or status updates.
o Simplifies dissemination of information when all nodes need to be
aware of an event or data change.
Disadvantages:
o Consumes significant network resources since every node,
regardless of relevance, receives the message.



o Can lead to unnecessary processing at nodes that don’t need the
message, potentially causing inefficiency.

Communication Protocols for Message Passing in Distributed Systems
Communication protocols for message passing are crucial in distributed
systems to guarantee the safe, effective, and dependable transfer of data
between nodes or processes over a network. These protocols specify the
formats, guidelines, and practices that control the construction, transmission,
reception, and interpretation of messages. Typical protocols for
communication in distributed systems include:

o Transmission Control Protocol (TCP):

o Data packets are reliably and systematically delivered between
network nodes via TCP, which is a connection-oriented protocol.

o It ensures that data sent from one endpoint (sender) reaches the
intended endpoint (receiver) without errors and in the correct
order.

o Suitable for applications where data integrity and reliability are
paramount, such as file transfers, web browsing, and database
communication.

o User Datagram Protocol (UDP):

o UDP is a connectionless protocol that provides fast, lightweight
communication by transmitting data packets without establishing
a connection or ensuring reliability.

o Used in real-time applications where low latency and speed are
critical, such as streaming media, online gaming, and VoIP (Voice
over IP).

o Message Queuing Telemetry Transport (MQTT):

o MQTT is a lightweight publish-subscribe messaging protocol
designed for [oT (Internet of Things) and M2M (Machine-to-
Machine) communication.

o It enables effective data transfer between devices with limited
computing power and bandwidth.

o Ideal for IoT applications, smart home automation, remote
monitoring, and telemetry data collection.

« Hypertext Transfer Protocol (HTTP):

o HTTP is a protocol used for transmitting hypermedia documents,
such as HTML pages and multimedia content, over the World
Wide Web.

o While not typically considered a message passing protocol in the
traditional sense, it's essential for web-based communication and
distributed applications.



Challenges for Message Passing In Distributed Systems

Below are some challenges for message passing in distributed systems:

Scalability: Balancing the system's expanding size and message volume

while preserving responsiveness, performance, and effective resource use.
Fault Tolerance: Ensuring system resilience against node failures,
network partitions, and message loss through redundancy, replication, error
handling mechanisms, and recovery strategies.
Security: protecting messages' confidentiality, integrity, and authenticity
while guarding against illegal access, interception, and manipulation.
Message Ordering: Ensuring that messages arrive in the same order they
were sent, especially in systems where order affects the outcome.

tream Message
Feature RMI RPC Stre 28
Data Passing
ot
O]:?JCC Procedure : Exchange
oriented Continuous :
Purpose calls over discrete
remote data flow
o network messages
communication
Remote Procedure : Discrete
. L. Continuous,
Communication | method call, messages,
: . unbounded
Style invocation on procedural often
. . data )
objects interface independent
Low
High m Lo explicit
Transparency 8 (seems Moderate v (exp
like local call) (streaming) message
handling)
. Continuous Discrete
Serialized Data passed as
Data Type . byte message
objects parameters :
streams units
o . . : : Chat
Distributed Microservices, | Video/audio svsterms
Use Cases object-oriented || distributed streaming, Y ’
. event
apps algorithms file transfer

notifications




